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O mopsiike UCIOIb30BaHKs U XpaHEHHUS
3JIEKTPOHHOM LU(POBOM MMOAIIUCH

1. O6mue nosnoxenus

1.1. Hacrosimee ' [Tonoxxenue o TIOPSAAKE HCMONBb30BAaHW U XpaHEHUs
SIIEKTPOHHOH LIMPOBoH noanucyu (nasnee — [lonoxenne) yupesxaeHus obpa3oBaHH
«I'oMenbCKUA TOCYNapCTBEHHBIH YHHMBEPCHTET HMEHH ®pannycka CKOPHHBID»
(manee — YHHBepcHTET) pa3paboOTaHO B COOTBETCTBHH C 3aKOHOM PecnyGuku
benapyce ot 28.12.2009 Ne 113-3 «O6 anekTpoHHOM JOKYMEHTE M 3JEKTPOHHOM
1U(pPOBOH NOANUCH» U ONpeeIsIeT:

NOPSNOK OOecIeYeHus: MPaBOBBIX YCIOBHH, NPH COGIIOACHUHM KOTOPBIX
3/IEKTPOHHAs UM(POBasi IOAIKUCH B 3JIEKTPOHHOM JAOKYMEHTOOOOPOTE MPU3HAETCS
PaBHO3HAYHOM COOCTBEHHOPYYHOM IIOJMUCH B JOKyMEHTE Ha GyMaXHOM HOCHTEJIE;

TIOPAZIOK HCIIOJIB30BaHUS ¥ XpaHEHHsl HOCUTENEH KITI0YeBOi MHbOpMAaLHK;

TMOPsIIOK BBIIa4H U BO3BpaTa HOCHUTENEH KIIFoueBoi HHGOPMALHY;

OCHOBHbIC OpraHU3aLMOHHO-TEXHUYECKHE MEPOIPUSTHS, HalpaBICHHbIE HA
obecriedeHne 6e30MacHOCTH Npu paboTe CO CpeicTBaMH KpHUNTOrpaduIecKoi
3allUTHl ”HOOPMALIUH.

1.2. JlefictBue Hacrosmiero Ilonoxenus pacnpoCTpaHseTCss Ha PabOTHUKOB
YHUBEPCHUTETA, UCIIONB3YIOIINX JJIEKTPOHHYIO HH(PPOBYIO MOAIUCE.

1.3. B YHHUBepcHTeTE UCTIONB3YIOTCS TOTBKO CepTU(QULIUPOBaHHBIE CPECTBA
3JIEKTPOHHOH LU(POBOM MTOAIIHCH.

Hcnons3oBatne HecepTHOUIMPOBAHHBIX CPENCTB 3IEKTPOHHOM IUppoBoi
TIOANHUCH W CO3NAHHBIX HMH KIHOYEW O3JIEKTPOHHOM UM(POBOH MOAMKCH He
JOITyCKaeTcsl.

1.4. Jlns o6MeHa 31eKTPOHHBIMH JOKYMEHTaMH MEXIY YHHUBEPCUTETOM C
FOCYNapCTBCHHBIMH ~ OpraHaMH,  OpraHaMH  MECTHOTO  CaMOYIpaBJIeHHS,
OpraHU3alMsSMH, HE€ SB/SIOLIMMHUCS YYaCTHHKaMH HH(DOPMALUOHHON CHCTEMBI
YHUBEpCHTETa, HCIONB3YETCS CHCTEMAa MEXBEIOMCTBEHHOIO JOKYyMEHTO000opoTa
(manee — CM/10), a Takxe HHble IPOrPaMMHEBIE CPECTBA.

1.5. DnexTpoHHas unppoBas MOAMUCH UCTIONB3YETCS CTPOrO B COOTBETCTBHH




CO CB€ACHUSIMHU, YKAa3aHHBIMH B CepTI/I(I)I/IKaTe OTKPBITOT'O KJIFO4a.

2. TepMuHBI U COKpallleHHs, ucnoib3dyembie B [lomoxxeHnn

B mnacrosmem IlonoxxeHUM HUCHONAB3YIOTCSI TEPMUHBI M OIpeAesieHUs B
COOTBETCTBUM C HUX 3HAYCHUSMH, IPEIyCMOTPEHHBIMH 3akoHOM PecmyOiuku
benapyce ot 28.12.2009 Ne 113-3 «OO0 31eKTpOHHOM JOKYMEHTE W 3JI€KTPOHHOM
1M(pOBOM MOANKCH», IIPUKa30M JlemapTaMeHTa 0 apXUBaM H AEONPOU3BOACTBY
MunucrepcTBa IOCTULIMHT PecnyGuku benapycs OT 19.10.2015
Ne 39 «OnexTpoHHBIN 10KyMEHTOO0OPOT: TEPMHUHBI M OMPEAEIEHHS», a TAKKE:

2.1. KpunTokiatou — HOCHUTENb KIFOYeBOM WHGOPMAIMH, MPeICTaBISIOLUH
cobort USB-¢nem-nHakonutens MO0 MOOHIBHYIO 3JIEKTPOHHYIO LH(DPOBYIO
MOJIHUCH.

2.2. CokpalleHus, UCII0JIb3yeMble B HAcTosIIeM [1010KeHUH:

OJI — HNOKyMEeHT B 3JIEKTPOHHOM BHA€ U (WJIH) SJIEKTPOHHBIA JOKYMEHT
(37IeKTpOHHBIE JaHHBIE);

OUII — snexTpoHHas uudpoBas MOAMKCH,

COK - cepTudukaT OTKPBITOro KJIH0Ya;

CMJIO — cuctema MeXBEIOMCTBEHHOTO JOKYMEHTOO00POTa;

VY11 — yaocTOBepsIOMIHiA LIEHTP;

AT — uentp undopmanroHHbix TexHonaoruii I'TY umenu ®@. CKOpHHEI.

3. Ilopsimok UCTIONb30BaHMs U XpaHEHHUs] HOCUTEJIeH KIF04eBOi HH(OpMAIHK

3.1. Yyer xpunrtokmoueit ¥ COK ocymectBnsiercs corpyauukamu LIUT B
XKypHaJle, KOTOpbli XpaHuTbes B ayautopuu 9 (6ok LIWT) kopmyca 5. Ecinu ogus u
toT ke USB-Quem-HakonuTenb MHOTOKPAaTHO HCIONB3YIOT [ 3allUCH
KPHUITOKJIIOYEH, TO €ro KaXK[bli pa3 cleqyeT perucTpupoBaTh OTAEIbHO, IIPH 3TOM
ykasbiBaetcst HoBbil COK.

3.2. Kpunroxmouu (OLII) nmpuobperarorcs yepe3 oTmen MaTepuUalbHO-
TEXHUYECKOTO CHA0XEHMs, II0CIE€ COIVIaCOBaHUS C IMEPBBIM IPOPEKTOPOM,
IIPOPEKTOPOM IO 0€30MacHOCTH, pPEeXHUMY U KagpaM U HadaabHukoMm I[UT.
IMone3oBatens DLl mocte momydenmss kpunrtokmoda (JLII), o6s3an
3apeructpupoBaTh kpunrokmod (OLII) B IUT B xypuane (cm. m. 3.1.), B aeHb
HOJTy4YEeHHUS.

3.3. YcranoBka COK ocymecTBiasieTcss TOJIbKO Ha pabouune (ciyxeOHbIE)
IIT3BM. Iloas3oBatens kpunrokitoda (DLIT) HeceT MepCOHATBHYIO OTBETCTBEHHOCTD
3a €ro COXpaHHOCTb, B COOTBETCTBHHU C aKTyallbHOW MHCTPYKIMEH, pa3MeIIEHHON Ha
carre YLI.

3.4. Ilonp3oBatenu DLl xpaHiatT ux B mKkadax (smUKaxX, XpaHHIUIIAX)
WHAWBUYAIBHOTO TMOJb30BaHUS B YCIOBHUSX, HCKJIIOYAIOMUX OECKOHTPOJBHBIN
JNOCTYTI K HAM, a TaKX€E UX HENpeAHAMEPEHHOE YHUUTOXEHHE.

3.5. 3anpemiaercs:

OCYLIECTBJIATh KOIMUPOBaHHE KJIHOYEBOM HHGOpPMalMK HAa HOCUTEIH, HE
SIBIISIOIIMECS KITFOYEBBIMHU;

BBIBOJIMTH KJIFOYEBYIO HH(MOPMALIMIO HA AUCIUIEH U PUHTED;



BCTaBJIATH KIKOYEeBOM HocUTeNb B MopThl [I9BM, He sBastoumxcs pabouynumu
(cmy>xeOHBIMA); ;

3aMKMChIBATh Ha KJIIOYEBOM HOCUTEIh TIOCTOPOHHIOK HHPOPMAIHIO.

3.6. ImaHoBasi cMeHa KPUNTOKIIOYEH MPOU3BOAUTCSA B CBA3M C MUCTEUEHUEM
YCTaHOBJICHHOTO CPOKa UX JEHCTBUS.

3.7. B ciiydae kaIpoBBIX H3MEHEHUI OTHOCUTENHFHO pabOTHHKA (IT0JIb30BATENS
OUII), xacaromuxcs wucnosnb3zoBanus LI, oTmen kagpoB He3aMeNIUTENBHO
coobmaet 06 aTom B LIUT, 1 HampasiseT Takoro paboTHUKA ¢ MPUHAAIEKAILUM My
KpUnToKII04EM B aynutopun 9 (61ok [IUT) xopryca 5 ans odbopmiieHus 3asBiaeHUs
Ha oT3bIB COK. IIpu a3TOM Kpunrokitou npega€rcs HadyanbHuky LIAT.

3.8. B cnyuasx mnpekpamenue aevictBus OLII kpunTokirouu mnepenaroTcs
HavyanbHUKy LIAT.

4. JlecTBUSA B CiIyuyae KOMIIPOMETALUHN KPUIITOKIIOUEH

4.1. K coObITUsIM, CBS3aHHBIM C KOMIIPOMETALIUEH KPUNITOKIIOYEH, OTHOCSATCS
cleayroIue:

MoTepsi KPUNTOKIIIOYEi;

MOTepsi KPUNTOKIIFOYEH ¢ UX MOCIeAYIOLUIMM 00Hapy)KEeHUEM;

IpeKpalieHHe MOJIHOMOYUI UK YBOJbHEHUE COTPYAHUKOB, UMEBIIHUX JOCTYII
K KJIFOUeBOM UHpOpMaLUK;

HapylIeHWe MpaBWJI XpaHEHHUS W YHHUTOXXEHHUs (Tocje OKOHYaHMs CpoKa
JeHCTBHS) KPUIITOKIIIOUA;

CJIy4au, KOT/1a HeJIb3s IOCTOBEPHO YCTaHOBUTH, UTO IPOU3OIILIO C KJIFOUEBBIMH
HOCUTEJISIMH C 3alIMCAaHHBIMHM Ha HUX KPUIITOKJIIOYaMHU (B TOM YHUCIIE Clyyau, Koraa
KJIFOYEBOW HOCHUTENb BBIIEN M3 CTPOS M JOKa3aTeNbHO HE OINpOBEprHyTa
BO3MOXXHOCTh ~ TOTO, 4YTO JAHHBIA (QakT TMpousolieNl B  pe3yJbTaTe
HECAaHKIIHOHUPOBAHHBIX JEHCTBHH 310yMBIILIJICHHUKA);

IpyrHe COOBITHS, BBI3BIBAIOIIME TMOJO3PEHHS Ha YTEUYKy KIIHOYEeBOU
UHPOPMAIIUH UITH €€ UCKAKEHHE.

[Tpu HacTyTUIeHUH JIF0O0T0 U3 MepeYHCIEHHBIX BbILIE COOBITUH MOJIb30BATEINb
SIIIl JomKeH HeMeNJIeHHO mNpeKpaTuTh o6MeH JJ1 M cooOmHUTE 0 (hakTe
KOMIIpOMETalNH (vnm npeanogaraeMoit KOMIIPOMETALIUH ) CBOEMY
HEMoCpeACTBEHHOMY pyKOBOAUTEN O U HadanbHUKY LIAT.

4.2. CKOMIIpOMETHPOBAaHHbIE KPUIITOKIIOUM HEMEIJIEHHO BBIBOAATCA U3
paboThI, MPOBOJUTCS UX SKCTPEHHAs 3aMEHa.

5. OTBETCTBEHHOCTH BiaelblieB Kiarouei DLII1

5.1.3a HEUCIIOJIHEHHE WU HEHaJJeXallee HCIOTHEHHEe OO0sS3aHHOCTEN B
COOTBETCTBHH C HacTosmuM [lonoxkeHreM paOOTHUKM YHHUBEpPCUTETa HECYT
OTBETCTBEHHOCTh B COOTBETCTBHH C 3aKOHOAaTeNbCcTBOM Pecnybnuku benapycs.

5.2. Ilonp3oBatens DIl HeceT OTBETCTBEHHOCTh 3a COXPAHHOCTH CBOHX
KPUNTOKJTIOYEH.

5.3. ITonp3oBatens DI o6s3aH:

He pa3rjamarbk HHQOpMalHio, K KOTOPOH OHH JAOMYLIEHBI, B TOM YHCIIE




CBEJIEHUS O KPUIITOKIIIOYAX;
cobnronate Tpe60BaHHS K 00ecredeH 0 6e30MacHOCTH HHPOPMALIUH;
COO0IIaTh HEMOCPEICTBEHHOMY PYKOBOAMTENO O CTABIIMX MM HM3BECTHBIMH

TMONBITKaX MMOCTOPOHHUX JIMII NOJy4UTh CBeleHus 00 ucrnonb3yeMmeix DIIIT u COK

WM JOKYMEHTAaX K HHM;

HEeMEJICHHO CO00LIaTh HEMOCPEJCTBEHHOMY PYKOBOAMTENIO U HayalbHHUKY
IIUT o cdakrax yrparel unu Henoctayn DL 1 COK, Kir04eBBIX JOKYMEHTOB K HUM,
KIIIOYeH OT MIOMEILEHUH, XPaHHIIUIIL U O APYTUX (aKTax, KOTOPbIE MOIYT IPUBECTH K
PasrialleHMIO 3aIlMIIaeMbIX CBEACHHMH, a TaKKe O MPUYHHAX M YCJIOBHUSIX
BO3MOJXKHOM YTE€YKHU TaKUX CBEIECHHIA.

54.B cmyyae ecnmum mnone3oBaTens Ol  [OMyCTHA KOMIPOMETAIHIO
KPHMNTOKIIIOYEH, U HEe yBEIOMUI 06 3TOM (haKTe HeMOCPeCTBEHHOIO PYKOBOMUTENS
1 HavanbHuKa [T, To BCI0O OTBETCTBEHHOCTH 3a BO3MOXKHBIE MOCIIEACTBUS HECET
JOIMYCTHUBIIMKM KOMIIPOMETALHIO MoJib3oBaTens DIIIT.
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[Ipunoxenue 1
ITamsTka AGonenTa Y]

1. Abonent VYI[ Hecetr JIMUHYHK) OTBETCTBEHHOCTH 3a COXPaHHOCTH
HOCUTENIS KJIF0UeBOU HH(OpMaLUK.

2. AGoHeHT Y1l 00s13aH XpaHHThb B TalHe MapoJib J0CTYNa K JHYHOMY
K4y uudposoii noanucu (ILII).

3. AGonent VYI[ o00s3aH mNpUHMMATh BCE BO3MOXXHBIE MeEpBl IS
NpeAOTBPAILIECHUS PACKPBITHS, UCKXKEHHS, HECAHKLIMIOHUPOBAHHOTO MUCIIOJIH30BAHUS
JIMYHOIO KJIIOYa MOAIMCH, a TAK)XKE yTpaThl HOCUTENS KIIIOUEeBOH MHGOPMALIHUH.

4. A6oneHT Y1] 06s3aH ncnoab30BaTh THYHEIN K04 DLII1 Toapko caMoIn4HO
U [0 Lelel, pa3pelleHHbIX COOTBETCTBYIOIIMMH OO0JIACTSIMH HCIIOIb30BaHUS,
OINpe/ieIEHHbIMU B cepTU(UKATE OTKPBITOrO KIlto4ya, aTpUOyTHOM cepTH(UKaTe.

5. B ciy4ae yrpo3sl KOMIIpoOMeTaluK JIMYHOTO KJIro4ya NoAnmUcH, AGoHeHT Y]
00s13aH HeMeaJIeHHO oOpaTuThes B YL, BoinaBmmii cepTudUKAT OTKPBITOTO KiTtouya
WIHM aTpUOYTHBIN CEPTU(PHKAT, C COOTBETCTBYIOLIUM 3asiBICHUEM.

6. AGoHeHT V1] 00513aH He HCMOIB30BATH JTUYHBIN KJIFOY MOJAMKMCH B CITydasx,
€CJIU:

uMeeTcsl UHPOpMalUs O KOMIIpOMETaluud b0 yrpoze KOMIIpOMEeTalldu
JIMYHOTO KJIIOYa MOAIHCH;

MO/aHO 3asiBJIEeHHE Ha MPUOCTAHOBJIEHHWE AEUCTBUS WIM HA aHHYJHUPOBaHUE
cepTudHUKaTa OTKPHITOro Kiitoua U (i) aTpuOyTHOTO cepTUuduKaTa;

AGoHeHT Y1 yBenomiieH 0 IpUOCTAaHOBIEHUU ACHCTBUS WM aHHYJIMPOBAaHUU
cepTuduKara OTKPHITOro Kitoua U (i) aTpuOyTHOTo cepTudukara.

7.B cnydae WM3MeHEHUs JIMYHBIX WM CIy>XeOHbIX NaHHbIX, AGoHeHT Y[
00s13aH He3aMeJIUTENbHO YBeJOMUTh Y1 0 BOBHUKHOBEHUU U3MEHEHHUM.

8. AboHneHnT Y1] umeet npasgo:

oOpariatbcs B Y1 s 0T3bIBa HIIM TPHOCTAHOBJIEHUS IEUCTBUS aTpUOYTHOTO
cepTuduKara B TeUEHHE CPOKa €ro JelCTBUS;

obpamiatecs B Y11 1 BO30OHOB/IEHHs aTpUOYTHOTO cepTU(dUKaTa B TEUEHHE
CpOKa MPUOCTAHOBJIEHHS NeUCTBUS cepTU(dUKATA;

obpatutecs B YI[ Ha npegMeT IONyYEeHHMS CIPaBKH O CTaTyce
MpUHAIJIeKAIIero eMy aTpuOyTHOTrO cepTudHUKaTa Ha ONpeJeIeHHYIO 1aTy U BpeMsl.

Buumaunue!

[Tepen TeM Kak MCIOJB30BAaTh CEPTHU(PHUKAT OTKPHITOrO KJKOYa, aTpUOYTHBIM
ceptudUKaT 3algUTe Ha CaWT YIOCTOBepsromlero IeHTpa http://ca.ncmps.by,
Ha)kKMUTe Ha BKJIaAKy [lomorp, BeiOepute MHcTpykuus «/leiictBus AGoHeHTa rmocine
MOJTyYeHHUs aTpUOYTHOTO CepTH(HUKATay U NeUCTBYITE COTTIaCHO 3TON MHCTPYKLHH.
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