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Scope and Sequence: C C N A  E x pl or at i on v 4 . 0  
Last Updated December 3, 2 0 0 7  

Target Audience 
Th e targ et au dience f o r CCN A Ex plo ratio n inclu des Cisco ® N etw o rk ing  Academy ® stu dents w ith  
advanced pro blem so lving  and analy tical sk ills ty pically  asso ciated w ith  deg ree pro g rams in 
eng ineering , math , o r science. 

P rereq uis ites  
CCN A Ex plo ratio n is co mpo sed o f  f o u r co u rses: N etw o rk  F u ndamentals, Ro u ting  P ro to co ls and 
Co ncepts, LAN  Sw itch ing  and W ireless, and Accessing  th e W AN . N etw o rk  F u ndamentals is th e 
f irst co u rse and it h as no  prereq u isites. It is a prereq u isite f o r th e o th er th ree co u rses.  
Ro u ting  P ro to co ls and Co ncepts is th e pref erred seco nd co u rse in th e seq u ence, bu t variatio ns are 
po ssible as sh o w n in F ig u re 1 . LAN  Sw itch ing  and W ireless can be tau g h t bef o re Ro u ting  P ro to co ls 
and Co ncepts, o r co ncu rrently . N etw o rk  F u ndamentals, Ro u ting  P ro to co ls and Co ncepts, and LAN  
Sw itch ing  and W ireless are all prereq u isites f o r Accessing  th e W AN .  
Figure 1.   CCN A E x ploration Cou rse D eliv ery Options 

 

Target C ertif icatio ns  
Af ter co mpleting  all f o u r co u rses o f  CCN A Ex plo ratio n, stu dents w ill be prepared to  tak e th e Cisco  
CCN A® certif icatio n ex am. 

C urricul um  D es crip tio n 
Th is cu rricu lu m presents a co mpreh ensive o verview  o f  netw o rk ing ;  f ro m f u ndamentals to  advanced 
applicatio ns and services. It is based o n th e to p-do w n appro ach  to  netw o rk ing  th at is po pu lar in 
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many  co lleg es and u niversities. Th e co u rse emph asiz es co ncepts and sk ills req u ired to  desig n 
netw o rk s, w h ile pro viding  o ppo rtu nities f o r practical applicatio n and h ands-o n ex perience by  
teach ing  stu dents h o w  to  install, o perate, and maintain netw o rk s. 
So me o f  th e main f eatu res o f  CCN A Ex plo ratio n are as f o llo w s: 

● Can be part o f  an integ rated cu rricu lu m o r co ntinu ing  edu catio n pro g ram at po stseco ndary  
institu tio ns su ch  as career and tech nical sch o o ls, co lleg es, and u niversities  

● Allo w s stu dents to  learn sk ills in a mo re co mpreh ensive, th eo retical, and practical w ay  th at 
is ref lective o f  co mmo n edu catio nal practices at th e co lleg e level;  and u ses lang u ag e th at 
integ rates related eng ineering  co ncepts 

● P resents co mpreh ensive co verag e o f  netw o rk ing  to pics, rang ing  f ro m f u ndamentals to  
advanced applicatio ns and services 

● Inclu des h ig h ly -co mplex  and ch alleng ing  h ands-o n labs 
● O f f ers mo re f lex ibility  in th e cu rricu lu m delivery  and permits sh o rtened co u rse delivery  time 
● H elps stu dents prepare f o r co ntinu ing  edu catio n and pro f essio nal careers in ICT 

C urricul um  G o al s  and O b j ectiv es  
Th is cu rricu lu m pro vides stu dents w ith  th e sk ills needed to  su cceed in netw o rk ing -related deg ree 
pro g rams and h elps th em prepare f o r CCN A certif icatio n. It also  h elps stu dents develo p th e sk ills 
necessary  to  f u lf ill th e j o b respo nsibilities o f  netw o rk  tech nicians, netw o rk  administrato rs, and 
netw o rk  eng ineers. It pro vides a th eo retically -rich , h ands-o n intro du ctio n to  netw o rk ing  and th e 
Internet.  
Stu dents w h o  co mplete N etw o rk  F u ndamentals w ill be able to  perf o rm th e f o llo w ing  task s: 

● Ex plain th e impo rtance o f  data netw o rk s and th e Internet in su ppo rting  bu siness 
co mmu nicatio ns and every day  activities 

● Ex plain h o w  co mmu nicatio n w o rk s in data netw o rk s and th e Internet 
● Reco g niz e th e devices and services th at are u sed to  su ppo rt co mmu nicatio ns acro ss an 

Internetw o rk  
● Use netw o rk  pro to co l mo dels to  ex plain th e lay ers o f  co mmu nicatio ns in data netw o rk s 
● Ex plain th e ro le o f  pro to co ls in data netw o rk s  
● Describe th e impo rtance o f  addressing  and naming  sch emes at vario u s lay ers o f  data 

netw o rk s 
● Describe th e pro to co ls and services pro vided by  th e applicatio n lay er in th e O SI and TCP / IP  

mo dels and describe h o w  th is lay er o perates in vario u s netw o rk s 
● Analy z e th e o peratio ns and f eatu res o f  transpo rt lay er pro to co ls and services 
● Analy z e th e o peratio ns and f eatu re o f  netw o rk  lay er pro to co ls and services and ex plain th e 

f u ndamental co ncepts o f  ro u ting  
● Desig n, calcu late, and apply  su bnet mask s and addresses to  f u lf ill g iven req u irements 
● Describe th e o peratio n o f  pro to co ls at th e O SI data link  lay er and ex plain h o w  th ey  su ppo rt 

co mmu nicatio ns 
● Ex plain th e ro le o f  ph y sical lay er pro to co ls and services in su ppo rting  co mmu nicatio ns 

acro ss data netw o rk s 
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● Ex plain f u ndamental Eth ernet co ncepts su ch  as media, services, and o peratio n 
● Emplo y  basic cabling  and netw o rk  desig ns to  co nnect devices in acco rdance w ith  stated 

o bj ectives 
● Bu ild a simple Eth ernet netw o rk  u sing  ro u ters and sw itch es 
● Use Cisco  co mmand-line interf ace (CLI) co mmands to  perf o rm basic ro u ter and sw itch  

co nf ig u ratio n and verif icatio n 
● Analy z e th e o peratio ns and f eatu res o f  co mmo n applicatio n lay er pro to co ls su ch  as H TTP , 

Do main N ame Sy stem (DN S), Dy namic H o st Co nf ig u ratio n P ro to co l (DH CP ), Simple Mail 
Transf er P ro to co l (SMTP ), Telnet, and F TP  

● Utiliz e co mmo n netw o rk  u tilities to  verif y  small netw o rk  o peratio ns and analy z e data traf f ic 
Stu dents w h o  co mplete Ro u ting  P ro to co ls and Co ncepts w ill be able to  perf o rm th e f o llo w ing  
f u nctio ns: 

● Describe th e pu rpo se, natu re, and o peratio ns o f  a ro u ter 
● Ex plain th e critical ro le ro u ters play  in enabling  co mmu nicatio ns acro ss mu ltiple netw o rk s 
● Describe th e pu rpo se and natu re o f  ro u ting  tables 
● Describe h o w  a ro u ter determines a path  and sw itch es pack ets 
● Ex plain th e ro u te lo o k u p pro cess and determine th e path  pack ets w ill tak e in a netw o rk  
● Co nf ig u re and verif y  basic o peratio ns f o r a new ly -installed ro u ter 
● Describe th e pu rpo se o f  static ro u tes and th e pro cedu re f o r co nf ig u ring  th em 
● Co nf ig u re and verif y  static and def au lt ro u ting  
● Describe th e ro le o f  dy namic ro u ting  pro to co ls and place th ese pro to co ls in th e co ntex t o f  

mo dern netw o rk  desig n 
● Describe h o w  metrics are u sed by  ro u ting  pro to co ls and identif y  th e metric ty pes u sed by  

dy namic ro u ting  pro to co ls 
● Identif y  th e ch aracteristics o f  distance vecto r ro u ting  pro to co ls 
● Describe th e netw o rk  disco very  pro cess o f  distance vecto r ro u ting  pro to co ls u sing  Ro u ting  

Inf o rmatio n P ro to co l (RIP ) 
● Describe th e f u nctio ns, ch aracteristics, and o peratio ns o f  th e RIP v1  pro to co l 
● Co mpare and co ntrast classf u l and classless IP  addressing   
● Describe classf u l and classless ro u ting  beh avio rs in ro u ted netw o rk s 
● Desig n and implement a classless IP  addressing  sch eme f o r a g iven netw o rk  
● Describe th e main f eatu res and o peratio ns o f  th e Enh anced Interio r G atew ay  Ro u ting  

P ro to co l (EIG RP ) 
● Use advanced co nf ig u ratio n co mmands w ith  ro u ters implementing  EIG RP  and O SP F  
● Describe th e basic f eatu res and co ncepts o f  link -state ro u ting  pro to co ls 
● Describe th e pu rpo se, natu re, and o peratio ns o f  th e O pen Sh o rtest P ath  F irst (O SP F ) 

P ro to co l 
● Co nf ig u re and verif y  basic RIP v1 , RIP v2 , sing le area O SP F , and EIG RP  o peratio ns in a 

small ro u ted netw o rk   
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● Use ro u ter show and d e b u g  co mmands to  tro u blesh o o t co mmo n erro rs th at o ccu r in small 
ro u ted netw o rk s 

Stu dents w h o  co mplete LAN  Sw itch ing  and W ireless w ill be able to  perf o rm th e f o llo w ing  f u nctio ns: 
● Identif y  and co rrect co mmo n netw o rk  pro blems at lay ers 1 , 2 , 3, and 7  u sing  a lay ered 

mo del appro ach  
● Interpret netw o rk  diag rams 
● Select th e appro priate media, cables, po rts, and co nnecto rs to  co nnect sw itch es to  o th er 

netw o rk  devices and h o sts 
● Ex plain th e tech no lo g y  and media access co ntro l meth o d f o r Eth ernet netw o rk s 
● Ex plain basic sw itch ing  co ncepts and th e o peratio n o f  Cisco  sw itch es 
● P erf o rm and verif y  initial sw itch  co nf ig u ratio n task s inclu ding  remo te access manag ement 
● Describe enh anced sw itch ing  tech no lo g ies su ch  as V LAN s, V LAN  Tru nk ing  P ro to co l (V TP ), 

Rapid Spanning  Tree P ro to co l (RSTP ), P er V LAN  Spanning  Tree P ro to co l (P V STP ), and 
8 0 2 .1 q  

● Describe h o w  V LAN s create lo g ically  separate netw o rk s and h o w  ro u ting  o ccu rs betw een 
th em 

● Co nf ig u re, verif y , and tro u blesh o o t V LAN s, tru nk ing  o n Cisco  sw itch es, interV LAN  ro u ting , 
V TP , and RSTP   

● Interpret th e o u tpu t o f  vario u s show and d e b u g  co mmands to  verif y  th e o peratio nal statu s 
o f  a Cisco  sw itch ed netw o rk  

● V erif y  netw o rk  statu s and sw itch  o peratio n u sing  basic u tilities su ch  as ping , tracero u te, 
Telnet, Secu re Sh ell (SSH ), Address Reso lu tio n P ro to co l (ARP ), and ipco nf ig , as w ell as th e 
show and d e b u g  co mmands. 

● Identif y , prescribe, and reso lve co mmo n sw itch ed netw o rk  media issu es, co nf ig u ratio n 
issu es, au to neg o tiatio n, and sw itch  h ardw are f ailu res 

● Manag e Cisco  IO S® So f tw are 
● Manag e Cisco  IO S co nf ig u ratio n f iles (save, edit, u pg rade, and resto re) 
● Describe standards asso ciated w ith  w ireless media, su ch  as IEEE  W I-F I Alliance and 

ITU/ F CC 
● Identif y  and describe th e pu rpo se o f  th e co mpo nents in a small w ireless netw o rk , su ch  as 

Service Set Identif icatio n (SSID), Basic Service Set (BSS), and Ex tended Service Set (ESS) 
● Identif y  basic co nf ig u ratio n parameters o n a w ireless netw o rk  to  ensu re th at devices 

co nnect to  th e co rrect access po ints 
● Co mpare and co ntrast W i-F i P ro tected Access (W P A) secu rity  f eatu res and capabilities o f  

o pen, W ired Eq u ivalent P rivacy  (W EP ), and W P A-1 / 2  netw o rk s   
● Describe co mmo n w ireless-netw o rk  implementatio n issu es su ch  as interf erence and  

misco nf ig u ratio n 
Stu dents w h o  co mplete Accessing  th e W AN  w ill be able to  perf o rm th e f o llo w ing  f u nctio ns: 

● Describe th e impact o f  V o ice O ver IP  and V ideo  O ver IP  applicatio ns o n a netw o rk  
● Identif y  and co rrect co mmo n netw o rk  pro blems at lay ers 1 , 2 , 3, and 7  u sing  a lay ered 

mo del appro ach  
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● Interpret netw o rk  diag rams 
● Describe th e co mpo nents req u ired f o r netw o rk  and Internet co mmu nicatio ns 
● Implement basic sw itch  secu rity  measu res su ch  as po rt secu rity , tru nk  access, and 

manag ement V LAN s 
● Ex plain th e o peratio n and benef its o f  DH CP  and DN S 
● Co nf ig u re, verif y , and tro u blesh o o t DH CP  and DN S o peratio ns o n a ro u ter 
● Describe cu rrent netw o rk  secu rity  th reats and ex plain h o w  to  implement a co mpreh ensive 

secu rity  po licy  to  mitig ate co mmo n th reats to  netw o rk  devices, h o sts, and applicatio ns 
● Describe th e f u nctio ns o f  co mmo n secu rity  appliances and applicatio ns 
● Describe reco mmended secu rity  practices to  secu re netw o rk  devices 
● Describe th e pu rpo se and ty pes o f  access co ntro l lists (ACLs) 
● Co nf ig u re and apply  ACLs based o n netw o rk  f iltering  req u irements 
● Co nf ig u re and apply  an ACLs to  limit Telnet and SSH  access to  th e ro u ter u sing  th e 

Secu rity  Device Manag er co mmand-line interf ace (SDM/ CLI) 
● V erif y , mo nito r, and tro u blesh o o t ACLs in a netw o rk  enviro nment 
● Ex plain th e basic o peratio n o f  N etw o rk  Address Translatio n (N AT) 
● Co nf ig u re N AT f o r g iven netw o rk  req u irements u sing  SDM/ CLI 
● Tro u blesh o o t N AT issu es 
● Describe dif f erent meth o ds f o r co nnecting  to  a W AN  
● Co nf ig u re and verif y  a basic W AN  serial co nnectio n 
● Co nf ig u re and verif y  a P o int-to -P o int P ro to co l (P P P ) co nnectio n betw een Cisco  ro u ters 
● Co nf ig u re and verif y  F rame Relay  o n Cisco  ro u ters 
● Tro u blesh o o t W AN  implementatio n issu es 
● Describe th e impo rtance, benef its, ro le, impact, and co mpo nents o f  V P N  tech no lo g y  

M inim um  S y s tem  R eq uirem ents  
Cu rricu lu m req u irements:  

● 1  Stu dent P C per stu dent;  1  lo cal cu rricu lu m server 
Lab bu ndle req u irements:  

● 3 Cisco  1 8 4 1  ro u ters w ith  Base IP  IO S, 1 2 8  MB DRAM, 32  MB F lash  
● 3 2 9 6 0  sw itch es, 
● 2  Link sy s w ireless (Link sy s W RT1 5 0 N  is pref erred, bu t o th er acceptable mo dels inclu de 

W RT5 4 G ,  W RT30 0 N , and W RT35 0 N ) o r SO H O  eq u ivalent  
● 1  Lab P C w ith  Micro so f t W indo w s 2 0 0 0  Server  
● 3 Lab P Cs o r lapto ps (Micro so f t W indo w s 2 0 0 0  o r W indo w s X P ) 
● Asso rted Eth ernet and Serial cables and h u bs 
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C urricul um  O utl ine 
T a b l e 1. CCN A E x ploration Cu rricu lu m  Ou tline 
C h a p t er N et w o rk  

Fun d a m en t a l s  
R o ut in g P ro t o c o l s  
a n d  C o n c ep t s  

L A N  S w it c h in g a n d  
W irel es s   

A c c es s in g t h e W A N  

1 L iv ing in a N etw ork -
Centric W orld  

I ntrod u ction to 
R ou ting and  P ack et 
F orw ard ing 

L AN  D esign I ntrod u ction to W AN s 

2 Com m u nicating Ov er 
the N etw ork  

S tatic R ou ting B asic S w itch 
Concepts and  
Conf igu ration 

P P P  

3 Application L ayer 
F u nctionality and  
P rotocols 

I ntrod u ction to 
D ynam ic R ou ting 
P rotocols 

VL AN s F ram e R elay 

4 OS I  T ransport L ayer   D istance Vector 
R ou ting P rotocols 

VT P  N etw ork  S ecu rity 

5 OS I  N etw ork  L ayer R I P  Version 1 S T P  ACL s 
6 Ad d ressing the 

N etw ork  - I P v 4 
VL S M  and  CI D R  I nter-VL AN  R ou ting T elew ork er S erv ices 

7 D ata L ink  L ayer R I P v 2 B asic W ireless 
Concepts and  
Conf igu ration 

I P  Ad d ressing 
S erv ices 

8 OS I  P hysical L ayer T he R ou ting T ab le:  A 
Closer L ook  

 N etw ork  
T rou b leshooting 

9 E thernet E I G R P    
10  P lanning and  Cab ling 

N etw ork s  
L ink -S tate R ou ting 
P rotocols 

  

11 Conf igu ring and  
T esting Y ou r N etw ork   

OS P F    

N etw o rk  F undam ental s  
Th is co u rse intro du ces th e arch itectu re, stru ctu re, f u nctio ns, co mpo nents, and mo dels o f  th e 
Internet and o th er co mpu ter netw o rk s. It u ses th e O SI and TCP  lay ered mo dels to  ex amine th e 
natu re and ro les o f  pro to co ls and services at th e applicatio n, netw o rk , data link , and ph y sical 
lay ers. Th e principles and stru ctu re o f  IP  addressing  and th e f u ndamentals o f  Eth ernet co ncepts, 
media, and o peratio ns are intro du ced to  pro vide a f o u ndatio n f o r th e cu rricu lu m. Labs u se a “ mo del 
Internet”  to  allo w  stu dents to  analy z e real data w ith o u t af f ecting  pro du ctio n netw o rk s. P ack et Tracer 
(P T) activities h elp stu dents analy z e pro to co l and netw o rk  o peratio n and bu ild small netw o rk s in a 
simu lated enviro nment. At th e end o f  th e co u rse, stu dents bu ild simple LAN  to po lo g ies by  apply ing  
basic principles o f  cabling , perf o rming  basic co nf ig u ratio ns o f  netw o rk  devices su ch  as ro u ters and 
sw itch es, and implementing  IP  addressing  sch emes.  
P r e r e q u i si t e s:  N o ne 
C ha p t e r  1 .  L i v i n g  i n  a  N e t wor k -C e n t r i c  W or l d  

1 .0  Ch apter Intro du ctio n 
1 .1  Co mmu nicating  in a N etw o rk -Centric W o rld 
1 .2  Co mmu nicatio n – An Essential P art o f  O u r Lives 
1 .3 Th e N etw o rk  as a P latf o rm 
1 .4  Th e Arch itectu re o f  th e Internet  
1 .5  Trends in N etw o rk ing  
1 .6  Ch apter Labs 
1 .7  Ch apter Su mmary  
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1 .8  Ch apter Q u iz  
C ha p t e r  2 .  C om m u n i c a t i n g  Ov e r  t he  N e t wor k  

2 .0  Ch apter Intro du ctio n 
2 .1  Th e P latf o rm f o r Co mmu nicatio ns 
2 .2  LAN s, W AN s, and Internetw o rk s 
2 .3 P ro to co ls 
2 .4  Using  Lay ered Mo dels 
2 .5  N etw o rk  Addressing  
2 .6  Ch apter Labs 
2 .7  Ch apter Su mmary  
2 .8  Ch apter Q u iz  

C ha p t e r  3 .  A p p l i c a t i on  L a y e r  F u n c t i on a l i t y  a n d  P r ot oc ol s 
3.0  Ch apter Intro du ctio n 
3.1  Applicatio ns – Th e Interf ace Betw een th e N etw o rk s 
3.2  Mak ing  P ro visio ns f o r Applicatio ns and Services 
3.3 Applicatio n Lay er P ro to co ls and Services Ex amples 
3.4  Ch apter Labs  
3.5  Ch apter Su mmary  
3.6  Ch apter Q u iz  

C ha p t e r  4 .  OS I  T r a n sp or t  L a y e r  
4 .0  Ch apter Intro du ctio n 
4 .1  Ro les o f  th e Transpo rt Lay er 
4 .2  Th e TCP  P ro to co l – Co mmu nicating  w ith  Reliability  
4 .3 Manag ing  TCP  Sessio ns  
4 .4  Th e UDP  P ro to co l – Co mmu nicating  w ith  Lo w  O verh ead 
4 .5  Ch apter Labs  
4 .6  Ch apter Su mmary  
4 .7  Ch apter Q u iz  

C ha p t e r  5 .  OS I  N e t wor k  L a y e r   
5 .0  Ch apter Intro du ctio n 
5 .1  IP v4  
5 .2  N etw o rk s – Dividing  Devices into  G ro u ps 
5 .3 Ro u ting  – H o w  O u r Data P ack ets are H andled 
5 .4  Ro u ting  P ro cesses: H o w  Ro u tes are Learned 
5 .5  Ch apter Labs 
5 .6  Ch apter Su mmary   
5 .7  Ch apter Q u iz  

C ha p t e r  6 .  A d d r e ssi n g  t he  N e t wor k  – I P v 4  
6 .0  Ch apter Intro du ctio n 
6 .1  IP v4  Addresses 
6 .2  Addresses f o r Dif f erent P u rpo ses 
6 .3 Assig ning  Addresses 
6 .4  Is It O n My  N etw o rk ?  
6 .5  Calcu lating  Addresses 
6 .6  Testing  th e N etw o rk  Lay er 
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6 .7  Ch apter Labs 
6 .8  Ch apter Su mmaries 
6 .9  Ch apter Q u iz  

C ha p t e r  7 .  D a t a  L i n k  L a y e r  
7 .0  Ch apter Intro du ctio n 
7 .1  Data Link  Lay er – Accessing  th e Media 
7 .2  Media Access Co ntro l Tech niq u es 
7 .3 Media Access Co ntro l Addressing  and F raming  Data 
7 .4  P u tting  It All To g eth er 
7 .5  Ch apter Labs 
7 .6  Ch apter Su mmary  
7 .7  Ch apter Q u iz  

C ha p t e r  8 .  OS I  P hy si c a l  L a y e r   
8 .0  Ch apter Intro du ctio n 
8 .1  Th e P h y sical Lay er – Co mmu nicatio n Sig nals 
8 .2  P h y sical Sig naling  and Enco ding : Representing  
8 .3 P h y sical Media – Co nnecting  Co mmu nicatio n 
8 .4  Ch apter Labs 
8 .5  Ch apter Su mmary  
8 .6  Ch apter Q u iz  

C ha p t e r  9 .  E t he r n e t  
9 .0  Ch apter Intro du ctio n 
9 .1  O verview  o f  Eth ernet 
9 .2  Eth ernet – Co mmu nicatio n th ro u g h  th e LAN   
9 .3 Th e Eth ernet F rame 
9 .4  Eth ernet Media Access Co ntro l 
9 .5  Eth ernet P h y sical Lay er 
9 .6  H u bs and Sw itch es  
9 .7  Address Reso lu tio n P ro to co l (ARP ) 
9 .8  Ch apter Labs 
9 .9  Ch apter Su mmary  
9 .1 0  Ch apter Q u iz  

C ha p t e r  1 0 .  P l a n n i n g  a n d  C a b l i n g  N e t wor k s 
1 0 .0  Ch apter Intro du ctio n 
1 0 .1  LAN s – Mak ing  th e P h y sical Co nnectio n 
1 0 .2  Device Interco nnectio ns 
1 0 .3 Develo ping  an Addressing  Sch eme 
1 0 .4  Calcu lating  th e Su bnets 
1 0 .5  Device Interco nnectio ns  
1 0 .6  Ch apter Labs 
1 0 .7  Ch apter Su mmary  
1 0 .8  Ch apter Q u iz  

C ha p t e r  1 1 .  C on f i g u r i n g  a n d  T e st i n g  Y ou r  N e t wor k  
1 1 .0  Ch apter Intro du ctio n 
1 1 .1  Co nf ig u ring  Cisco  Devices –  IO S Basics 
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1 1 .2  Apply ing  a Basic Co nf ig u ratio n Using  Cisco  IO S 
1 1 .3 V erif y ing  Co nnectivity  
1 1 .4  Mo nito ring  and Do cu menting  N etw o rk s  
1 1 .5  Ch apter Labs 
1 1 .6  Ch apter Su mmary  
1 1 .7  Ch apter Q u iz  

R o uting P ro to co l s  and C o ncep ts  
Th is co u rse describes th e arch itectu re, co mpo nents, and o peratio n o f  ro u ters, and ex plains th e 
principles o f  ro u ting  and ro u ting  pro to co ls. Stu dents analy z e, co nf ig u re, verif y , and tro u blesh o o t th e 
primary  ro u ting  pro to co ls RIP v1 , RIP v2 , EIG RP , and O SP F . By  th e end o f  th is co u rse, stu dents w ill 
be able to  reco g niz e and co rrect co mmo n ro u ting  issu es and pro blems. Stu dents co mplete a basic 
pro cedu ral lab, f o llo w ed by  basic co nf ig u ratio n, implementatio n, and tro u blesh o o ting  labs in each  
ch apter. P ack et Tracer activities reinf o rce new  co ncepts, and allo w  stu dents to  mo del and analy z e 
ro u ting  pro cesses th at may  be dif f icu lt to  visu aliz e o r u nderstand.  
P r e r e q u i si t e s:  N etw o rk  F u ndamentals 
C ha p t e r  1 .   I n t r od u c t i on  t o R ou t i n g  a n d  P a c k e t  F or wa r d i n g  

1 .0  Ch apter Intro du ctio n 
1 .1  Inside th e Ro u ter 
1 .2  CLI Co nf ig u ratio n and Addressing   
1 .3 Bu ilding  th e Ro u ting  Table 
1 .4  P ath  Determinatio n and Sw itch ing  F u nctio ns 
1 .5  Ro u ter Co nf ig u ratio n Labs 
1 .6  Ch apter Labs 
1 .7  Ch apter Su mmary   
1 .8  Ch apter Q u iz  

C ha p t e r  2 .   S t a t i c  R ou t i n g  
2 .0  Ch apter Intro du ctio n 
2 .1  Ro u ters in N etw o rk s 
2 .2  Ro u ter Co nf ig u ratio n Review  
2 .3 Ex plo ring  Directly -Co nnected N etw o rk s 
2 .4  Static Ro u tes w ith  “ N ex t H o p”  Addresses 
2 .5  Static Ro u tes w ith  Ex it Interf aces 
2 .6  Su mmary  and Def au lt Static Ro u tes 
2 .7  Manag ing  and Tro u blesh o o ting  Static Ro u tes 
2 .8  Static Ro u te Co nf ig u ratio n Labs 
2 .9  Ch apter Labs 
2 .1 0  Ch apter Su mmary  
2 .1 1  Ch apter Q u iz  

C ha p t e r  3 .   I n t r od u c t i on  t o D y n a m i c  R ou t i n g  P r ot oc ol s 
3.0  Ch apter Intro du ctio n 
3.1  Intro du ctio n and Advantag es 
3.2  Classif y ing  Dy namic Ro u ting  P ro to co ls 
3.3 Metrics 
3.4  Administrative Distances 



   All contents are Copyright © 1992–20 0 7 Cisco S ystem s,  I nc.  All rights reserv ed .  T his d ocu m ent is Cisco P u b lic I nf orm ation.  P age 10  of  15 

3.5  Ro u ting  P ro to co l and Su bnetting  Activities 
3.6  Ch apter Labs 
3.7  Ch apter Su mmary  
3.8  Ch apter Q u iz  

C ha p t e r  4 .  D i st a n c e  Ve c t or  R ou t i n g  P r ot oc ol s 
4 .0  Ch apter Intro du ctio n 
4 .1  Intro du ctio n to  Distance V ecto r Ro u ting  P ro to co ls  
4 .2  N etw o rk  Disco very  
4 .3 Ro u ting  Table Maintenance 
4 .4  Ro u ting  Lo o ps 
4 .5  Distance V ecto r Ro u ting  P ro to co ls To day  
4 .6  Ch apter Labs 
4 .7  Ch apter Su mmary  
4 .8  Ch apter Q u iz  

C ha p t e r  5 .  R I P  Ve r si on  1  
5 .0  Ch apter Intro du ctio n 
5 .1  RIP v1 : Distance V ecto r, Classf u l Ro u ting  P ro to co l 
5 .2  Basic RIP v1  Co nf ig u ratio n 
5 .3 V erif icatio n and Tro u blesh o o ting  
5 .4  Au to matic Su mmariz atio n 
5 .5  Def au lt Ro u te and RIP v1   
5 .6  Ch apter Labs 
5 .7  Ch apter Su mmary  
5 .8  Ch apter Q u iz  

C ha p t e r  6 .  VL S M  a n d  C I D R   
6 .0  Ch apter Intro du ctio n 
6 .1  Classf u l and Classless Addressing  
6 .2  V LSM 
6 .3 CIDR 
6 .4  V LSM and Ro u te Su mmariz atio n Activity  
6 .5  Ch apter Labs 
6 .6  Ch apter Su mmary  
6 .7  Ch apter Q u iz  

C ha p t e r  7 .  R I P v 2  
7 .0  Ch apter Intro du ctio n 
7 .1  RIP v1  Limitatio ns 
7 .2  Co nf ig u ring  RIP v2  
7 .3 V LSM and CIDR  
7 .4  V erif y ing  and Tro u blesh o o ting  RIP v2  
7 .5  RIP v2  Co nf ig u ratio n Labs 
7 .6  Ch apter Labs 
7 .7  Ch apter Su mmary  
7 .8  Ch apter Q u iz  

C ha p t e r  8 .  T he  R ou t i n g  T a b l e :  A  C l ose r  L ook  
8 .0  Ch apter Intro du ctio n 
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8 .1  Th e Ro u ting  Table Stru ctu re 
8 .2  Ro u ting  Table Lo o k u p P ro cess 
8 .3 Ro u ting  Beh avio r 
8 .4  Ro u ting  Table Labs 
8 .5  Ch apter Labs 
8 .6  Ch apter Su mmary  
8 .7  Ch apter Q u iz  

C ha p t e r  9 .  E I G R P  
9 .0  Ch apter Intro du ctio n 
9 .1  Intro du ctio n to  EIG RP   
9 .2  Basic EIG RP  Co nf ig u ratio n 
9 .3 EIG RP  Metric Calcu latio n 
9 .4  DUAL 
9 .5  Mo re EIG RP  Co nf ig u ratio n  
9 .6  EIG RP  Co nf ig u ratio n Labs 
9 .7  Ch apter Labs 
9 .8  Ch apter Su mmary  
9 .9  Ch apter Q u iz  

C ha p t e r  1 0 .  L i n k -S t a t e  R ou t i n g  P r ot oc ol s 
1 0 .0  Ch apter Intro du ctio n 
1 0 .1  Link -State Ro u ting  P ro to co ls  
1 0 .2  Implementing  Link -State Ro u ting  P ro to co ls 
1 0 .3 Ch apter Labs 
1 0 .4  Ch apter Su mmary  
1 0 .5  Ch apter Q u iz   

C ha p t e r  1 1 .  OS P F   
1 1 .0  Ch apter Intro du ctio n 
1 1 .1  Intro du ctio n to  O SP F  
1 1 .2  Basic O SP F  Co nf ig u ratio n  
1 1 .3 Th e O SP F  Metric  
1 1 .4  O SP F  and Mu lti-Access N etw o rk s 
1 1 .5  Mo re O SP F  Co nf ig u ratio n 
1 1 .6  O SP F  Co nf ig u ratio n Labs 
1 1 .7  Ch apter Labs 
1 1 .8  Ch apter Su mmary  
1 1 .9  Ch apter Q u iz  

 
L AN  S w itch ing and W irel es s   
Th is co u rse pro vides a co mpreh ensive, th eo retical, and practical appro ach  to  learning  th e 
tech no lo g ies and pro to co ls needed to  desig n and implement a co nverg ed sw itch ed netw o rk . 
Stu dents learn abo u t th e h ierarch ical netw o rk  desig n mo del and h o w  to  select devices f o r each  
lay er. Th e co u rse ex plains h o w  to  co nf ig u re a sw itch  f o r basic f u nctio nality  and h o w  to  implement 
V irtu al LAN s, V TP , and Inter-V LAN  ro u ting  in a co nverg ed netw o rk . Th e dif f erent implementatio ns 
o f  Spanning  Tree P ro to co l in a co nverg ed netw o rk  are presented, and stu dents develo p th e 
k no w ledg e and sk ills necessary  to  implement a W LAN  in a small-to -mediu m netw o rk . 
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P r e r e q u i si t e s:  N etw o rk  F u ndamentals 
C ha p t e r  1 .   L A N  D e si g n  

1 .0  Ch apter Intro du ctio n 
1 .1  Sw itch ed LAN  Arch itectu re 
1 .2  Match ing  Sw itch es to  Specif ic LAN  F u nctio ns 
1 .3 Ch apter Labs 
1 .4  Ch apter Su mmary  
1 .5  Ch apter Q u iz  

C ha p t e r  2 .   B a si c  S wi t c h C on c e p t s a n d  C on f i g u r a t i on  
2 .0  Ch apter Intro du ctio n 
2 .1  Intro du ctio n to  Eth ernet/ 8 0 2 .3 LAN s 
2 .2  F o rw arding  F rames Using  a Sw itch  
2 .3 Sw itch  Manag ement Co nf ig u ratio n 
2 .4  Co nf ig u ring  Sw itch  Secu rity  
2 .5  Ch apter Labs 
2 .6  Ch apter Su mmary  
2 .7  Ch apter Q u iz  

C ha p t e r  3 .   VL A N s 
3.0  Ch apter Intro du ctio n 
3.1  Intro du cing  V LAN   
3.2  V LAN  Tru nk ing  
3.3 Co nf ig u re V LAN s and Tru nk s 
3.4  Tro u blesh o o ting  V LAN s and Tru nk s 
3.5  Ch apter Labs 
3.6  Ch apter Su mmary  
3.7  Ch apter Q u iz  

C ha p t e r  4 .   VT P  
4 .0  Ch apter Intro du ctio n 
4 .1  V TP  Co ncepts 
4 .2  V TP  O peratio n 
4 .3 Co nf ig u re V TP  
4 .4  Ch apter Labs 
4 .5  Ch apter Su mmary  
4 .6  Ch apter Q u iz  

C ha p t e r  5 .   S T P  
5 .0  Ch apter Intro du ctio n 
5 .1  Redu ndant Lay er 2  To po lo g ies 
5 .2  Intro du ctio n to  STP   
5 .3 STP  Co nverg ence  
5 .4  P V ST+ , RSTP , and Rapid P V ST+  
5 .5  Ch apter Labs 
5 .6  Ch apter Su mmary  
5 .7  Ch apter Q u iz  

C ha p t e r  6 .   I n t e r -VL A N  R ou t i n g  
6 .0  Ch apter Intro du ctio n 
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6 .1  Inter-V LAN  Ro u ting  
6 .2  Co nf ig u ring  Inter-V LAN  Ro u ting  
6 .3 Tro u blesh o o ting  Inter-V LAN  Ro u ting  
6 .4  Ch apter Labs 
6 .5  Ch apter Su mmary  
6 .6  Ch apter Q u iz  

C ha p t e r  7 .   B a si c  W i r e l e ss C on c e p t s a n d  C on f i g u r a t i on  
7 .0  Ch apter Intro du ctio n 
7 .1  Th e W ireless LAN   
7 .2  W ireless LAN  Secu rity  
7 .3 Co nf ig u re W ireless LAN  Access  
7 .4  Tro u blesh o o ting  Simple W LAN  P ro blems 
7 .5  Ch apter Labs 
7 .6  Ch apter Su mmary  
7 .7  Ch apter Q u iz  

Acces s ing th e W AN  
Th is co u rse discu sses th e W AN  tech no lo g ies and netw o rk  services req u ired by  co nverg ed 
applicatio ns in enterprise netw o rk s. Th e co u rse u ses th e Cisco  N etw o rk  Arch itectu re to  intro du ce 
integ rated netw o rk  services and ex plains h o w  to  select th e appro priate devices and tech no lo g ies to  
meet netw o rk  req u irements. Stu dents learn h o w  to  implement and co nf ig u re co mmo n data link  
pro to co ls and h o w  to  apply  W AN  secu rity  co ncepts, principles o f  traf f ic, access co ntro l, and 
addressing  services. F inally , stu dents learn h o w  to  detect, tro u blesh o o t, and co rrect co mmo n 
enterprise netw o rk  implementatio n issu es. 
P r e r e q u i si t e s:  N etw o rk  F u ndamentals, Ro u ting  P ro to co ls and Co ncepts, and LAN  Sw itch ing  and 
W ireless 
C ha p t e r  1 .   I n t r od u c t i on  t o W A N s 

1 .0  Ch apter Intro du ctio n 
1 .1  P ro viding  Integ rated Services to  th e Enterprise 
1 .2  W AN  Tech no lo g y  Co ncepts 
1 .3 W AN  Co nnectio n O ptio ns 
1 .4  Ch apter Labs 
1 .5  Ch apter Su mmary  
1 .6  Ch apter Q u iz  

C ha p t e r  2 .   P P P  
2 .0  Ch apter Intro du ctio n 
2 .1  Serial P o int-to -P o int Link s 
2 .2  P P P  Co ncepts 
2 .3 Co nf ig u ring  P P P   
2 .4  Co nf ig u ring  P P P  w ith  Au th enticatio n 
2 .5  Ch apter Labs 
2 .6  Ch apter Su mmary  
2 .7  Ch apter Q u iz  

C ha p t e r  3 .   F r a m e  R e l a y  
3.0  Ch apter Intro du ctio n 
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3.1  Basic F rame Relay  Co ncepts 
3.2  Co nf ig u ring  F rame Relay  
3.3 Advanced F rame Relay  Co ncepts 
3.4  Co nf ig u ring  Advanced F rame Relay  
3.5  Ch apter Labs 
3.6  Ch apter Su mmary  
3.7  Ch apter Q u iz  

C ha p t e r  4 .   N e t wor k  S e c u r i t y  
4 .0  Ch apter Intro du ctio n 
4 .1  Intro du ctio n to  N etw o rk  Secu rity  
4 .2  Secu ring  Cisco  Ro u ters 
4 .3 Secu re Ro u ter N etw o rk  Services  
4 .4  Using  Cisco  SDM 
4 .5  Secu re Ro u ter Manag ement 
4 .6  Ch apter Labs 
4 .7  Ch apter Su mmary  
4 .8  Ch apter Q u iz  

C ha p t e r  5 .   A C L s 
5 .0  Ch apter Intro du ctio n 
5 .1  Using  ACLs to  Secu re N etw o rk s 
5 .2  Co nf ig u ring  Standard ACLs  
5 .3 Co nf ig u ring  Ex tended ACLs 
5 .4  Co nf ig u ring  Co mplex  ACLs  
5 .5  Ch apter Labs 
5 .6  Ch apter Su mmary  
5 .7  Ch apter Q u iz  

C ha p t e r  6 .   T e l e wor k e r  S e r v i c e s 
6 .0  Ch apter Intro du ctio n 
6 .1  Bu siness Req u irements f o r Telew o rk er Services 
6 .2  Bro adband Services 
6 .3 V P N  Tech no lo g y  
6 .4  Ch apter Su mmary  
6 .5  Ch apter Q u iz  

C ha p t e r  7 .   I P  A d d r e ssi n g  S e r v i c e s 
7 .0  Ch apter Intro du ctio n 
7 .1  DH CP   
7 .2  Scaling  N etw o rk s w ith  N AT 
7 .3 IP v6  
7 .4  Ch apter Labs 
7 .5  Ch apter Su mmary  
7 .6  Ch apter Q u iz  

C ha p t e r  8 .   N e t wor k  T r ou b l e shoot i n g   
8 .0  Ch apter Intro du ctio n 
8 .1  Establish ing  th e N etw o rk  P erf o rmance Baseline 
8 .2  Tro u blesh o o ting  Meth o do lo g ies and To o ls 
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8 .3 Co mmo n W AN  Implementatio n Issu es 
8 .4  N etw o rk  Tro u blesh o o ting   
8 .5  Ch apter Labs 
8 .6  Ch apter Su mmary  
8 .7  Ch apter Q u iz  

 

 
 
 
 
 
 


