JlabopaTtopHasi paGora Ne4
Kpunrtocucrema RSA

Hanbonee mnomynspHON COBPEMEHHOM CHCTEMOM C OTKPBITBIM KJIHOUOM
sBisercss RSA — kpunrocuctema (Rivest R., Shamir A., Adleman L.). bepyrcs 2

OOJNBIINX TPOCTHIX YUCIA P H 9. Bomuncnsercs ux npou3BeieHne N=pP-(.
Torma o@(n)=(p-1) g—-1). BeiGupaem HaTypanbHOE HYHCIO €, TaKOE, HTO
O<e<n uHO/J (e,o(n))=1.

Iapa (e,n) um OGymeT OTKpHITHIM KmodoM. Illmppyemas wuHbOpMaIms

nepeBoautcs B 1udpoByro Gopmy. Hampumep, B MepBOMCTOUYHHUKE OYKBBI
JATUHCKOTO ai(aBuTa 3aMEHSIUCH JIBY3HAUHBIMU unciaMu: «a»=01, «e»=02, ...,
npo6en = 00. [Tonywaetcs HekoTopoe uucio c. [Ipenmnonaraercs, yto, 0<c<n u

HOJI(c, n) =1. Coobuienne nepemaercs anciaoM w =Cc*(modn).

Anpecar nonyuaet coobmenue (n,e,us). OH, Kak U Bce, 3HaeT N u €. OH
TakKe JO/DKCH 3HaTh CEKPETHBIM KJIIOY — Takoe HarypaibHoe d<n, 4ro
e-d =1(mod(p(n))). 3uauur, e-d=q¢(n)-k+1 a1 HeKOTOpOrO TIENOTO K.
Torma mo Teopeme Diimepa w® =c® =c-(c")*® =c-1=c(modn). Urak, mus
HAXOXIEHHS ¢ JOCTATOYHO HAHTH OCTATOK OT jeieHus w’ Ha n.

Bsmomate kpunrorekct RSA  MOXHO TONBKO, €Cld HaWTH d —perreHue
cpaBuenust ex =1(mode(n)). [must atoro Hamo 3Hath @(n). W3 ceoiictB ¢(N)

CIIEIyeT, YTO €IMHCTBEHHO HAACKHBIA NYyTh JJII ATOTO — pa3joXuTh N  Ha
MHOXXHUTEIId — TPYJAOEMKas 3a7ayda, COCTAaBJSIONIAs OCHOBY KpUNTOrpaduyecKon
CTOMKOCTH KpunTocucteMbl RSA.

Ipumep 1. 3ammdpyem cuctemoit RSA cmoBo: «caa». Ero mmdpoBbim
aHAJIOTOM B COOTBETCTBMU C BHIIE MPHHATHIM TPaBHIOM OyAeT YHCIIO
¢ =190105. Bo3bmem aBa npocthix uncina P=47 u =71. Torga OTKpPBHITHIHA

kmod nN=p-q=3337. Haxomum ¢(N)=46-70=3220. Bribepem e=79,
takoe, uyto HO/[(79,3220)=1. V wac c¢>n. Tlodtomy st mudpoBaHUs
cooOlIeHnsl ¢ pa3fenauMm ero Ha Oj1oku C;, C,, Tak, urodel 0<c, <3337, i=12.
Bosemem ¢, =190; c,=105. 3ammmem €=79 B JIBOUYHOH cuCTeME
curcnenus: 79,,=1001111, =2° +2° +2* +2+1=64+8+4+2.

[lepBbIit 650K MG pPYETCs TaK:



1902 = 36100 = 2730 (mod 3337);

190* = 27302 = 7452900 =1379 (mod 3337);

1908 =1379% =1901641 = 2888 (mod 3387);

190%° = 28882 = 8340544 =1381 (mod 3337);

190% =13812 =1907161=1734 (mod 3337);

190% =17342 = 3006756 =119 (mod 3337);

1907 =119-2888-1379-2730-190 =742 (mod3337).

Bropoii 6;ok: 105=105 (mod3337); 105 =1014 (mod3337);
105* =1014% = 400 (mod3337); 105° =400° =3161 (mod3337);
105" =3161°1=943 (mod3337); 105% =943* =1607 (mod3337);
105% =16072 = 2948 (mod3337). Tornma

105" =2948-3161-400-1014 -105 =193 (mod 3337) .

ITepenaBaemsbie coobmienus: (742, 79, 3337) u (193, 79, 3337). Koneuno,
ajzipecar JOJKEH 3HATh O pa3OueHnH cooOieHus Ha 010k, OTMETUM TaKXe, YTO
JUTs1 O0MBIIEH KPUMITOCTOMKOCTH JIydilie OblI0 ObI COOOIIEHHE HE pa30uBaTh HA
0J10kH, a BbIOpaTh N> C.

3apanme 2. 3ammdposats B cucteme RSA coobmenne € =51.

Pemenne. BoioupaeMm uncno n, 0 <c<n, gpistoiieecs: Ipou3BeIeHUEM
MPOCTBIX YUCEI P U ( U B3aUMHO mpocToro ¢ C . Hampuwmep,

Nn=55=5.11, p=5q=11 u HOJ (51, 55) = 1. Haxoaum ¢yHKIHIO
o(nN)=(p-D(g-1). ¢(55)=40. danee, BeiOupaem €, Takoe, uto HOJI

(e, o(n))=1. Hanpumep, €=3. Bo3BoauM C B CTCNECHb € IO MOAYJIO

n =55. 1o u 6yaer nepenapaemoe coobmenne: 51° =132651 = 46(mod55).

[Tapa (3,55) — otkpeiThI Kit04. [lepenaBaemoe coobienue (46, 3, 55).
3amanme 3. Pacmmmdporars B cucreme RSA (46, 3, 55).
Pemenue.

1) Packnanpiaem N Ha mpocteie Muoxuremu: 55=5-11 p=5, q=11.
2) Haxonuwm 3Hauenue pynkiuu Ditepa ¢(N) . B nanHOM ciiyyae
@(55)=4-10=40.

3) Haxoaum cexperthsiii ko4 d u3 cootHomenus besy: 3u +40v =1,

MOJIy4aeMoro 0OpaTHON MTPOTOHKOM anroputMa EBKiHia HaXxoKIeHus
HOJ/[ (3, 40) =1. B nanHOM cilydae aJiropuT™ EBKJIHIa TIPEIeIbHO KPaTOK:



40=13-3+1. CaenoBarenbro, 1=1-40+(—13)-3. [To3ToMy B KOJIbIIC
Z140Z

31 =-13=40-13=27. Takum obpazom, d =27.

4) Haxomnm w” =c(modn), to ecte 46% (Mod55) =c. JIis 3Toro
nepeBoauM d B JBOMYHYIO CUCTEMY CUMCIICHHS:

d=27,=11011,=2" +2° +2' +2° =16 +8+ 2 +1.

46° =26 (mod55); 46* =26° =16 (mod55); 46° =16 =36 (Mod55);
46" =36° =31(mod55); 46 =31-36-26-46 =1334736 =51 (mod55).
OtBet: c=051.

3aganue 4. 3ammdposats B cucteme RSA coobmenne €=156.

Pemenue. Betoupaem n=209=11-19, p=11, q=19, Takoe, uro 156<209
u HOJI (156,209) = 1. 3necs ¢(209) =p(11)-¢((19) =10-18=180. Bribupaem

e =7 Ttakoe, yto HO/[(7,180)=1. Torna mmdporka

w =c® =156"(mod209).
e=7,=111,=2°+2+1=4+2+1; 156’ =156*-156° -156 (mod209);
156% = 24336 =92 (mod209) ; 156* =92* =8464 =104 (mod209);
156" =156-92-104 =1492608 =139 (mod 209).

[Mapa (7, 209) — otkpeIThi# KiMt0Y. [TepenaBaemoe coobrenue (139, 7, 209).

3aganme 5. Pactmmdposats coobmenue (139, 7, 209).

Pemenue. 1) PacknanpiBaem N =209 Ha mpocThie MHOKUTETU
209=p-q=11-19.

2) Haxomgum ¢(209) =(p-1)(q—-1)=10-18=180.
3) Haxonum cekpetHblii kimou 0 ¢ momorbro anroput™ma EBkima.
180=25-7+5:
7=1-5+2:
5=2-2+1 Tlosromy
1=5+(-2)-2=5+(-2)-(7-1-5)=5+(-2)- 7+2-5=(-2)- 7+3-5=(-2)- 7+ 3(180-25-7,
=3-180+ (-77)-7.

CrenoBarenpo, e ' =—77=180—77 =103 3uaunr, d =103.



4) Haxomum . =c (modn), To ects 139'®(mod209).
103, =1110011, =2° +2° +2° +2+1=64+32+4+3,

1392 =93 (mod209); 139* =93* =80 (mod209);
139% =80 =130 (mod 209);

139" =130% =180 (mod 209); 139% =180° =5 (mod209);

139% =52 = 25 (Mod209);
139" = 25.5.80-93-139 = 129270000 =156 (mod 209).

OTtBeT: mpucianHoe coodmienue € =156.

1.2. ATAKHU HA AJITOPUTM RSA

Jlnst nemmpalui HeoOX0AuMO 0 U3BecTHBIM N, € U mHppPTeKCTy y HAlTH Takoe
Xe((ZIN)* o Y=X¥modN

B3nom RSA npu HeynauHOM BbIGOpe NapaMeTPOB KPUITOCHCTEMbI

Camo 1o cebe ucrnonb3oBanue RSA He oOecrieunBaeT Oe3omacHocTH. [lero
emie B JAcTaAX peanm3anuu. IlpuBeaem psag  npumepoB. IS  MPOCTOTHI
BBEIYHMCIICHHH OyJeM paboTath C HEOOJbIIMMHU YuciaamMu. Llear — moka3athb
0COOCHHOCTH, HE 3aBUCAIINE OT pa3Mepa.

Ipumep 4. Tlycth noan3oBaTenb BeiOpan N = 2047, e = 179, d =411. Tak kax
2047 = 23-89, a ¢(23)=22, ¢(89)=88 mmeror HamMeHbIee oOIee KpaTHOEe 88,
TO 000 00paTHBIM kK 179 mo Moxymto 88, Hanpumep 59, Oyner AecTBOBaTh Kak

d.

Ilpumep 5. Yucno N = 536813567 sBisieTcsi pOU3BEIEHUEM MPOCTOTO YHCIIA
Mepcenna 8191 u npocroro uncia @epma 65537. IT0 0YEHB MIIOXOU BBHIOOP.

Ilpumep 6. Yncno 23360947609 snsercs oueHb mIoxuM Beioopom it N n3-3a
TOTO, YTO JIBA €r0 MPOCTHIX JACIHUTENS CIMIIKOM OJHM3KH K Apyr apyry. Ilycts p >

(], TOrjga MMeeM N:(pzq)2+(p£q)2. OG603HaAYNM: t:p%q, S:J)T_q. Tak

2
Kak S Mayo, 10 t — 1enoe yucio, aumb HeMHOro Gonbiuee /N, mpuuem t° — N

SIBISICTCS. TIOJHBIM KBazpatoM. IlpoBepsieM mompsiy uenble uncaa t>+/N. B
HameMm mpumepe t; = 152843, t, = 152844, t; = 152845 u t3—N=8042, Ttorma
p=152 845 + 804, p = 152845 — 804. Takum 00pa3om, MbI C TPEThEH MOMBITKU

Hauwty P 1 . KonudaecTBo MOnbITOK, HEOOXO0AUMBIX 1Jis1 (pakTopuzanuu N, MOKXHO
OpU  M3BECTHBIX P W ( BBUMCIWTH 1O  cieAywomiedn  gopmyre:



k :\/ p-q +(J32;q)2 — [ p-q}, riae [X] — omeparust OKpyrJIeHHs X 10 OJMKaIero

Oocaoro ymcliia.

ATaKa noBTOpPHbIM WKdpoBaHUEM

Crpoum nociei0BaTebHOCTE: Yy =Y, VYi= yie_l(mod N), i>1. Urak,
ym=Ye" (mod N), a tax Kak (e,¢(N))=1, To cymecTByeT Takoe HaTypabHOE
gucyio M, aro €™ =1(mod ¢(N)). Ho Torma yem_1 =1(modN), orcrona cienyer, 94To
yem =y(modN), 3HaunT, Y., — pemenne cpasHerus y=Xx°(mod N).

Ilpumep 7. Ilycth y Hac uMeeTcs OTKpBITHIN Kitod N =84517 , e =397 u
3amudpoBanHOE UM coobtieHue Y = 8646. HeoOxomuMo HalTH UCXOIHBIA TEKCT X.
Bo3Benem Yy B crenens € u nosyuuM Y, = 37043. byiem moBTOpATH ONEPALIHIO 10

TeX I0p, MOKa He MOJIYyIuM Y, =Y. Yp.1 — HCKOMOE cooOlI1ieHue: Y3 = 5569, y, =
61833, ys = 83891, ys = 16137, y; = 8646. Y5 siBIIsI€TCSA pEIICHUEM CPAaBHEHUS

y= Xe(mod N ) , 4, CJICJIOBATEIbHO, HICKOMBIM COOOIIICHHUEM X.

3ameuanue. AHanu3 MEeTOJ1a MOBTOPHOTO MIKU(PPOBAHUS XOPOIIIO MOKA3bIBAET
HE0OX0IUMOCTb COOJII0/IeHHs TPEOOBaHMI Ha BBIOOP P U ( JUIsl 0OecrieYeHUs
croiikoctu. B manHom npumepe d = 82 225. HeynauHblit BHIOOP KPUIITOCHCTEMBI
MpUBEJ K TOMY, 4TO aTaka METOJOM IMOBTOPHOTO MUGPOBAHUS Jajia Pe3yibTat
HOYTH Cpa3y, TOTJa Kak HaxoxaeHue d moTpecoBasio Obl Ha MOPSA0K OOIBIITUX
BBIUHCIICHUN.

NuauBuayajbHble 32 JaHUSA

1. 3ammdpoBathk CBOIO (PaMUIIHIO U UMSI, UCTIONB3YS CIAEAYIOIINE MaAPhI
MPOCTHIX YKCEN P U ( U OTKPBITHIN KiTtou €=13:

2. PacmmdpoBats coobmenue (kpunrocucrema RSA).

3. CocTaBbTe AITOPUTMHUECKOE U IPOTPAMMHOE OOeCIieueHue: IPoLeayp
mm@poBaHus U pacpoBaHUs ¢ UCTIONIb30BaHueM mudpa RSA.

Bapuanrt 1
1. p =8297, q =8293.
2. n=250483, e =13, w = 242215.

Bapuant 2
1. p =9281, q =9283.
2. n=1269083, e =13, . =1101727 .



Bapuanr 3
1.p =9341, q =9343.
2. n=3338287, e =19683, s = 2092819.

Bapuanr 4
1. p =8291, q =8293.
2. n=1897613, e =161051, s = 939402

Bapuanr 5
1. p =7949, q =7951.
2. n=1457297,e =1331, ut =1155557 .

Bapuant 6
1.p=7211, q =7213.
o N=5994581, e = 29575, w =1452748.

Bapuant 7
1. p =6701, q =6703.
2. n=4116037,e =451737, w =833207 .

BapuanT 8
1. p =9929, q =9931.
2. N=16440383, e = 4225, w1 = 6188609 .

Bapuant 9
1. p =6359, q =6361.
2. N=15678841, e =1521, w4 =3924343 .

Bapuant 10
1. p =6299, q =6301.
2. n=120287593, e = 29403, w4 =115658693.



